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	 Fourth Schedule: Fees.

 THE Minister of Higher and Tertiary Education, Innovation, 
Science and Technology Development has, in terms of section 32(1) 
and (2) of the Manpower Planning and Development Act [Chapter 
28:02], made the following regulations:—

Title

 1. These regulations may be cited as the Manpower Planning 
and Development (Information Communication Technology Industry) 
Regulations, 2024.

Interpretation 

 2. In these regulations—
	 “Act” means Manpower Planning and Development Act 

[Chapter 28:02];
	 “Authority’ means Ministry;
	 “competency test” means a practical trade test;
	 “approved” means approved by the Secretary; 
	 “designated” means a trade designated under section 4;
	 “fund” referring to (ZIMDEF) Zimbabwe Manpower 

Development Fund;
	 “industry” means Information Communication Technology 

industry;
	 “indentured” means a contract of apprenticeship;
	 “Skilled Worker” unless otherwise specified in relation to the 

designated trade, means a skilled worker class 1;
	 “year” means one calendar year.

Application

 3. These regulations shall apply to Information Communication 
Technology Industry.
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Prescription of occupations and designation of trades

 4. The occupations listed in the First Schedule shall be designated 
trades requiring apprenticeship training for certification as a skilled 
worker in terms of the Act.

Age and qualifications for commencing apprenticeship

 5. (1) The minimum age for commencing Apprenticeship shall 
be sixteen years.

 (2) The minimum qualifications for commencing 
apprenticeship in a technician trade shall be as follows—
	 (a)	 passes in Grade “B” or better in Mathematics; and
	 (b)	 a relevant Science subject; and
	 (c)	 Grade “C” or better in English Language; and
	 (d)	 any other two subjects at “O” level or a relevant national  

foundation certificate from an approved examination 
Board; and

	 (e)	 a relevant technical subject shall be an added advantage.

Period of apprenticeship

 6. (1) The period of apprenticeship required before certification 
as a skilled worker in all the trades shall be four years.

 (2) The Authority may, if it is satisfied that an apprentice has 
received previous   apprenticeship training in the industry or in the 
occupation or trade in which he or she  is indentured, reduce the period 
of his or her apprenticeship by such time, not exceeding the time of 
the previous apprenticeship training, as it is considered equitable in 
the circumstances.

 (3) Notwithstanding the provisions of subsection (1), if an 
apprentice has, before the commencement of his or her apprenticeship, 
completed a period of service, employment or training—
	 (a)	  in terms of the National Service Act [Chapter 11:08], 

or
	 (b)	 in the Defence Forces, in terms of the Defence Act 

[Chapter 11:02]; or
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	 (c)	 in the Regular Force, in terms of the Police Act [Chapter 
11:10]; or

he or she may have a period equal to such service, employment or 
training, or such lesser amount as may be determined by the Authority, 
remitted from his apprenticeship in the final year.

 (4) Subject to the approval of the Authority, an apprentice 
who is considered by his or her employer to be sufficiently advanced 
in his or her trade shall apply for a competency test in the practice of 
his or her trade devised by the Authority.

 (5) On the successful completion of a competency test referred 
to in subsection (4), an apprentice shall be granted remission of the 
period of his or her apprenticeship remaining, with effect from the 
day following the final day of the test.

 (6) The Authority may determine, and revise from time to 
time, charge a fee specified in the Second Schedule to the apprentice 
to cover the cost of the competency test referred to in subsection (4).

Full-time technical training and examinations

 7. (1) Subject to provisions of section 6, and unless otherwise 
directed by the Authority, every apprentice shall undergo full-time 
technical training which shall—
	 (a)	 be preceded by an induction period of not more than 

six months during which the 	apprentice shall be tested 
for aptitude and made familiar with the industry; and

	 (b)	 include attendance at an approved technical training 
institution on a course—

	 (i)	 approved by the Authority on the advice of the 
principal of that institution; and

	 (ii)	 lasting for two consecutive semesters.

 (2) If the Authority considers that an apprentice is unsuitable 
for entry into the industry, it may cancel his contract of apprenticeship 
during the induction period specified in subsection (1).

 (3) Subject to the approval of the Authority acting on the 
advice of the employer, an apprentice shall undergo advanced training 
at a technical training institution.
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 (4) Where facilities for full-time class attendance to study for 
a prescribed occupation or designated trade subject do not exist, the 
Authority may prescribe other course of study as it deems appropriate 
in the circumstances.

Practical training

 8. (1) Every employer who employs an apprentice shall give 
the apprentice such practical training in the appropriate trade as is 
specified in the Second Schedule.

 (2) The practical training referred to in subsection (1) shall be 
of such a nature and it shall be given to such an extent as will, in the 
opinion of the Authority, afford the apprentice a thorough grounding 
in the operations and processes normally carried out by any skilled 
worker in the trade concerned and afford the apprentice a satisfactory 
insight into the work of cognate trades.

 (3) With the approval of the Authority, an employer may make 
arrangements for an apprentice to receive such practical training as 
is indicated in the Third Schedule which cannot be provided in the 
employer’s establishment, or any approved supplementary training, 
in the establishment of another employer or in some other approved 
manner or in such other manner as the Authority may approve.

 (4) During the course of his or her  apprenticeship, an apprentice 
shall keep in a log book, in the format provided by the Authority, and 
certified by the apprentice, the employer and duly authorised official 
appointed by the Authority, a correct record of work undertaken, 
training received and the level of competency achieved in each skill 
at quarterly intervals.

Maximum number of apprentices

 9. No employer shall employ more apprentices than skilled 
worker without the approval of the Authority.

Apprentices’ tuition and examination fees

 10. (1) The tuition fee for attendance at an approved vocational 
or technical training institution in terms of section 7 shall be paid on 
behalf of the apprentice concerned from the Fund.
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 (2) The examination fee in respect of any examination the 
apprentice is required to take in terms of section 7 shall be paid from 
the Fund.

 (3) If an apprentice—
	 (a)	 attending an approved vocational or technical training 

institution—
	 (i)	 does not obtain a satisfactory report from the 

principal of the institution; or
	 (ii)	 has an unsatisfactory record of attendance at the 

institution; or
	 (iii)	 is withdrawn from the institution by the Authority; 

or
	 (iv)	 fails to pass the required examinations; or
	 (v)	 for any reason has his or her contract of 

apprenticeship rescinded by the Authority;
	 (b)	 the Authority may, in addition to rescinding his or her 

contract of apprenticeship, order that the tuition fee or 
any examination fee or both, as the case may be, be 
repaid by the apprentice in whole or in part to the Fund:

  Provided that where the Authority is satisfied 
that the rescission of the contract of apprenticeship is 
attributable to circumstances which are beyond the 
apprentice’s control, and which have not arisen as a 
result of any fault on the part of the apprentice or, if the 
apprentice is a minor, on the part of his or her guardian, 
the Authority shall not require the apprentice to repay 
any fee to the Fund.

Wages

 11. (1) Subject to the provisions of this section, the minimum 
hourly rates of wages which shall be paid to an apprentice during his 
or her apprenticeship shall be those per centum specified in the Third 
Schedule of the minimum hourly rates of wages payable to a Skilled 
Worker under any industrial agreement.
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 (2) For the purpose of reckoning the hourly wage-rate of an 
apprentice, his or her monthly wage-rate shall be multiplied by twelve 
and divided by fifty-two.

 (3) For the purpose of reckoning the hourly wage-rate of an 
apprentice, his or her weekly wage-rate shall be divided by the number 
of normal weekly hours which his or her is required to work in terms 
of section 16.

 (4) For the purpose of reckoning the daily wage-rate of an 
apprentice, his or her hourly wage-rate shall be multiplied by the 
number of hours which he or she would normally work on the day 
in question in terms of section 16.

 (5) During any period of full-time technical training or advanced 
technical training and during any period of paid leave or paid sick-
leave, the wages shall be at the rates provided for in subsection (1).

Additional remuneration

 12. (1) For passing examinations, an apprentice shall be granted 
increases as follows—
	 (a)	 an increase of four cents per hour for obtaining a pass or 

higher level in the National Certificate, or an equivalent 
approved examination;

	 (b)	 the increase referred to in subsection (1) shall be 
payable backdated from the final day of the examination 
concerned, and shall continue for the remainder of the 
period of apprenticeship of the apprentice concerned. 

 (2) An increase of eight cents per hour for obtaining a pass 
or higher level in the National Diploma, or an equivalent approved 
examination—
	 (a)	 where the two increases are the same, he or she shall 

receive one increase only;
	 (b)	 where the two increases differ and the higher increase 

would otherwise be payable as from an earlier date than 
the lower increase, he or she shall receive the higher 
increase only;

	 (c)	 where the two increases differ, and the lower increase 
would otherwise be payable as from an earlier date 



770

Manpower Planning and Development (Information 
Communication Technology Industry) Regulations, 2024

than the higher increase, he or she shall receive only 
the lower increase until the date on which the higher 
increase would otherwise be payable, and, as from that 
date, a further increase, being the difference between 
the lower increase and the higher increase.

 (3) The increases referred to in this section shall be payable 
backdated to the last day upon which the apprentice sat for the relevant 
examination, and payments shall be made on and from the first regular 
pay-day following the employer being notified of the examination 
success.

Deductions from wages

 13. An employer may deduct from the wages of an apprentice 
amounts in respect of pension schemes, sick pay funds or any other like 
matter operated under the protection of the appropriate Employment 
Council or his or her employer and any other amount mutually agreed 
by the apprentice and his or her employer:

 Provided that any deductions made in terms of this section 
shall not exceed ten per centum of the gross wages of the apprentice, 
as repayment for the cost of supplying tools to the apprentice.

Payment of wages

 14. (1) An employer shall pay the wages due to an apprentice in 
his or her employ not later than four days following the last working 
day upon which such wages become due and payable.

 (2) When an apprentice is indentured to the Authority and 
when a contract of apprenticeship is assigned to the Authority, the 
wages of such apprentice, including the wages payable during public 
holidays or during leave accrued in terms of section 17 shall be paid 
from the Fund:	

 Provided that the Fund shall discharge all the responsibilities of 
the Authority as employer in relation to leave accrued to an apprentice 
during periods of employment by the Authority when the contract of 
such apprentice is transferred to another employer.

 (3) In respect of any period of apprenticeship other than that 
provided for in terms of subsection (2) the employer shall be responsible 
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for the payment of an apprentice’s normal wages, including the wages 
payable during public holidays or during leave accrued in terms of 
section 17, whenever such accrued leave is taken.

 (4) The wages payable to an apprentice in respect of any period 
of paid leave taken by the apprentice shall be the normal wages which 
would have been payable for the same period had the apprentice not 
been on leave.

Medical-aid scheme

 15.	 (1) Every apprentice shall participate in a medical aid scheme.

 (2) Where the rules of a medical aid scheme require an 
employee to contribute towards such scheme, an apprentice shall 
not, for the duration of his or her apprenticeship, be required to pay 
more than fifty per centum of such contribution, the balance being 
paid by the employer.
 	

Hours of work and overtime

 16. (1) When an apprentice is required to attend an approved 
technical training-institution in terms of section 6, 7 and 8, he or she 
shall be present at such institution on the days and during the hours 
specified by the principal of the institution concerned.

 (2) The normal hours of work of an apprentice shall be the 
number of hours worked by a Skilled Worker Class one in the same 
trade in the establishment in which he or she is employed.

 (3) Time spent by an apprentice attending approved 
examinations during normal working hours shall be deemed to be 
time worked.

 (4) An apprentice may be required to work paid overtime 
during apprenticeship:

 Provided that no overtime shall be worked in excess of ten 
hours in any one week.

 (5) When an apprentice is required to work for a total of sixteen 
hours or more during a period of twenty-four hours, the employer 
shall neither require nor permit the apprentice to resume work within 
a period of twelve hours from the termination of the said working 
period.
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 (6)  Apprentices shall be paid for overtime at rates in accordance 
with the procedure pertaining to a Skilled Worker Class one in the 
same trade in the same establishment.

 (7) Subject to the provisions of subsection (4), an apprentice 
requested by his or her employer to work outside his or her normal 
working hours shall not, without good and sufficient reason, refuse 
a reasonable request to do so:

 Provided that an employer shall give an apprentice not less 
than one hour’s notice of the requirement to work overtime.

 (8) If, during any one week, an apprentice is available and 
is able and willing to work and his or her employer fails to provide 
him or her with work to do, the employer shall pay the apprentice the 
rate of wage prescribed for the number of hours normally worked. 

 (9) An employer shall neither require nor permit an apprentice 
to work periods when the apprentice is required to attend technical 
education training.

Leave

 17. (1) In this section—

	 “working day” means a day on which an apprentice is normally 
expected to work.

 (2) An apprentice shall upon approval of the employer be 
granted paid annual leave and sick leave—
	 (a)	 which are prescribed in an industrial agreement or in 

employment regulations; and 
	 (b)	 which would normally be granted to a skilled worker 

class one employed in the same trade and in the same 
establishment on terms and conditions prescribed in 
such industrial agreement or employment regulations.

 (3) An apprentice shall be granted one paid maternity leave 
during apprenticeship training.  During that period training will be 
suspended.

 (4) Where all or any of the matters referred to in subsection 
(2) are not prescribed in an industrial agreement or in employment 
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regulations applicable to skilled worker employed in the same trade 
and in the same establishment as an apprentice, such apprentice shall 
be granted paid holidays, annual leave and sick leave on the following 
conditions—
	 (a)	 in relation to annual leave—
	 (i)	 an apprentice working a five-day week shall be 

granted twenty-two working days paid leave during 
each year of apprenticeship; and

	 (ii)	 an apprentice working a six-day week shall be 
granted thirty calendar days paid leave during 
each year of apprenticeship;

	 (b)	 in relation to sick leave—
	 (i)	 an apprentice working a five-day week shall be 

granted twenty-two days’ sick-leave on full pay 
and a further twenty-two days sick-leave on half 
pay during each year of apprenticeship; and 

	 (ii)	 an apprentice working a six-day week shall be 
granted thirty days sick-leave on full pay and a 
further thirty days sick-leave on half pay during 
each year of apprenticeship:

		  Provided that—
	 (i)	 any absence of more than three 

consecutive days in duration shall be    
supported by a medical certificate;

	 (ii)	 such leave shall not be accumulative;
	 (iii)	 the reason for such leave shall not be 

occasioned by the apprentice’s own 
fault or negligence.

 (5) An apprentice working a five-day week may accumulate 
his or her leave to a maximum of sixty-six working days, and an 
apprentice working a six-day week may accumulate his leave to a 
maximum of ninety days.

 (6) Notwithstanding any provisions contained in any industrial 
agreement or in the conditions of service applicable to Skilled Worker 
employed in the same trade in the same establishment, the annual leave 
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of apprentices shall accrue during any period of service prescribed in 
the National Service Act [Chapter 11:08] other than Phase 1 service 
as defined in the Act.

Outside work

 18. (1) The terms and conditions relating to work undertaken 
by an apprentice outside the normal place of employment shall be 
the same as the conditions contained in an industrial agreement or 
conditions of service relating to a skilled worker in the same occupation 
or trade in the same establishment:

 Provided that any employer who requires an apprentice to 
work outside his or her normal place of work for a period in excess 
of seven days, shall inform the Authority of such requirement.

 (2) Where no industrial agreement or conditions of service 
mentioned in subsection (1) are applicable, the following minimum 
conditions shall apply—
	 (a)	 where an apprentice is required to work away from 

the employer’s establishment or usual working place, 
necessitating travelling, the apprentice shall be provided 
with the necessary transport and accommodation by the 
employer;

	 (b)	 where an apprentice is temporarily required by the 
employer to live away from his or her usual place of 
residence, board and lodging, including bed and meals 
whilst travelling, shall be paid by the employer;

	 (c)	 in computing travelling time, no account shall be taken 
of time spent on any work prior to the commencement of 
the journey or after arrival at the place or destination, and 
such work shall be paid for at the ordinary hourly rate;

	 (d)	 for each working hour spent by an apprentice in travelling, 
he or she  shall be paid his or her  current rate of normal pay;

	 (e)	 for each hour outside ordinary working time spent by 
an apprentice in travelling, he or she shall be paid his 
or her current rate of normal pay:

Provided that an apprentice shall not be paid 
more than nine hours’ travelling pay at normal rates, 
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whether for time within or outside of ordinary hours, in 
any period of twenty-four hours of continuous travelling 
time, calculated from the commencement of a journey.

 (3) In the case of an apprentice who travels in terms of 
subsection (2) on a—
	 (a)	 sunday, in the case of an apprentice working a six-day 

week; 
	 (b)	 saturday in the case of an apprentice working a five-day 

week; and 
	 (c)	 all paid holidays: 

shall be regarded as ordinary working days for the computation of 
travelling pay.	

Personal Protective Equipment

 19. An apprentice shall be supplied by the employer, free of 
charge, such personal protective equipment as is appropriate to the 
designated trade.

Completion of apprenticeship in technician trades

 20. An apprentice in any of the technician trades shall not 
complete his or her apprenticeship in that trade unless he or she passes 
National Diploma of the appropriate technician examination.

Practical trade test

 21. (1) The Authority shall ensure that an apprentice is trade 
tested within six months before termination of contract.  

 (2) If the apprentice fails the test or has not been trade tested 
for whatsoever reasons that contract shall be extended for a period 
not more than one year with the same employer.  

 (3) Where an extension is granted a training programme shall 
be provided within two weeks of such extension.	

 (4) An apprentice shall be assessed and informed of any 
weaknesses at least three months before trade test by way of a written 
report which shall be signed by employer, apprentice and the Authority.
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 (5) The employer shall address the weaknesses before retest.

 (6) A contract shall only be cancelled for failure of a trade test 
upon exhaustion of the requirements specified in this section.

Fees

 22. Application fees, administrative fees, registration fees and 
any other fees shall be as specified in the Second Schedule.

Compliance with regulations

 23. Where an employer violates any of the stated provisions of 
this Statutory Instrument, the Authority may direct the employer to 
be prohibited from contracting apprentices.

First Schedule (Section 4)

DESIGNATION OF TRADES
Computer Technician

Network Administration Technician

Digital Automation Technician

Second Schedule (Section 8)

PRACTICAL TRAINING 

COMPUTER TECHNICIAN
 By the end of the training period, the apprentice must be able 
to demonstrate skills and knowledge of:

	 1.	 SAFETY
	 1.1	 Basic First Aid
	 1.2	 Workshop rules
	 1.3	 Personal Protective Equipment (PPE)
	 1.4	 Safety procedures and precautions

	 2.	 REGULATIONS
	 2.1	 Postal and Telecommunications Regulations Act 

(POTRAZ)
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	 2.2	 Cyber security and Data Protection Act
	 2.3	 Access to Information and Protection of Privacy Act 

(AIPPA)
	 3.	 HANDLING OF WORKSHOP TOOLS AND EQUIPMENT
	 3.1	 Basic and advanced workshop tools and uses.
	 3.1.1	Assembling tools
	 3.1.2	Cleaning tools
	 3.1.3	Storage tools
	 3.1.4	Connectivity tools
	 3.1.5	Diagnosis tools

	 4.	 HARDWARE SYSTEM
	 4.1	 Data gathering
	 4.2	 Hardware components 
	 4.3	 Device connectivity
	 4.4	 Hardware testing methods
	 4.5	 Software and hardware compatibility testing
	 4.6	 Upgrading hardware components
	 5.	  SYSTEM SOFTWARE
	 5.1	 Software
	 5.2	 Installation methods
	 5.3	 System configurations
	 5.4	 System software upgrades
	 5.5	 System software testing
	 5.6	 Upgrading software
	 5.7	 System software commissioning 
	 6.	 APPLICATION SOFTWARE
	 6.1	 Software 
	 6.2	 Installation methods
	 6.3	 Application configurations 
	 6.4	 Application software upgrades
	 6.5	 Application software testing 
	 6.6	 Application software commissioning 
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	 7.	 COMPUTER PERIPHERALS
	 7.1	 Data gathering methods
	 7.2	 Needs analysis
	 7.3	 Compatibility 
	 7.4	 Schematic diagrams
	 7.5	 Installing peripheral devices
	 7.6	 Configuring peripheral devices
	 7.7	 Testing computer peripheral devices
	 7.8	 Commissioning peripheral devices
	 8.	 SECURITY
	 8.1	 Access Control 
	 8.1.1	 SSH Clients, 
	 8.1.2	 Static IP Addresses
	 8.1.3	 Domain configurations 
	 8.1.4	 Setting up organizational email addresses
	 8.2	 Firewalls and antivirus software
	 8.2.1	 Installing antivirus software
	 8.2.2	 Configuring firewalls and antivirus software
	 8.2.3	 Updating and antivirus software
	 8.3	 Software licensing 
	 8.4	 Risks and threats
	 9.	 SYSTEM MAINTENANCE
	 9.1	 Backup methods
	 9.2	 Backup schedules
	 9.3	 Cleaning methods
	 9.4	 Data restoration
	 9.5	 Scheduled Maintenance 
	 9.6	 Unscheduled Maintenance (Corrective Maintenance)
	 9.7	 Perfective Maintenance
	 10.	 SYSTEM REPAIR
	 10.1	 Fault diagnosis/troubleshooting methods
	 10.2	 Repairing faulty software 
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	 10.3	 Re-installing malfunctioning software
	 10.4	 Replacing faulty hardware components
	 10.5	 Repairing faulty hardware
	 11.	 RECORD KEEPING
	 11.1	 Creating asset records
	 11.2	 Storing records
	 11.3	 Retrieving records
	 11.4	 Updating records
	 11.5	 Securing records
	 12.	 COMMUNICATION
	 12.1	 Report writing
	 12.2	 Incident reporting
	 12.3	 Job cards
	 13.	 USER TRAINING
	 13.1	 User presentations
	 13.2	 Needs analysis
	 13.3	 Organizing training
	 13.3.1	 Training program
	 13.3.2	 Training material
	 13.3.3	 Venue
	 13.3.4	 Training methods
	 13.4	 Conducting training sessions
	 13.5	 Evaluating training outcomes

NETWORK ADMINISTRATION TECHNICICIAN
By the end of the training period, the apprentice must be able to 
demonstrate skills and knowledge of:
	 1.0	 Safety
	 1.1	 Basic first Aid 
	 1.2	 Workshop rules 
	 1.3	 Personal Protective Equipment (PPE)
	 1.4	 Safety procedures and precautions
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	2. 0	 Regulations, Standards and Policies
	 2.1	 Postal and Telecommunication Regulatory Authority of 

Zimbabwe (POTRAZ) Act [Chapter 12:05]
	 2.2	 Cyber security and Data Protection Act
	 2.3	 Access to Information and Protection of Privacy Act 

(AIPPA)
	 2.4	 Security Policies 
	 2.5	 Network Standards 
	 3.0	 Computer Hardware
	 3.1	 Computer Types
	 3.1.1	Super computers
	 3.1.2 	Main Frames
	 3.1.3	Micro Computers or Personal Computers
	 3.1.4	Macro Computer
	 3.2 	 Computer Components
	 3.2.1	Devices – input and output devices
	 3.2.2	Storage Devices
	 3.2.3	Transmission Media
	 3.2.4	Connecting Devices
	 3.2 	 Computer Architecture
	 3.2.1 	Motherboard 
	 3.2.2	Interfaces
	 3.2.3 	Memory
	 4.0	 Software - Operating Systems
	 4.1	 Linux
	 4.1.1	Linux architecture
	 4.1.2	Linux Commands
	 4.1.3	Creating, Adding and Deleting Linux User
	 4.1.4	Configuration of Linux Network
	 4.1.5 	Using Linux Network Tools
	 4.1.6	Resource Sharing Configuration 
	 4.2	 Windows Operating System
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	 4.2.1	Windows Architecture
	 4.2.2	Using Windows networking tools 
	 4.2.3	Configuration of Windows Network
	 4.2.4	Resource Sharing Configuration 
	 4.3	 Mac OS Operating System
	 4.3.1	Mac OS architecture
	 4.3.2	Using Mac OS networking Tools
	 4.3.3	Configuration of Mac OS Network
	 4.3.4	Resource Sharing Configuration 
	 4.4	 Application Software
	 4.4.1 	Installation
	 4.4.2 	Configuration
	 4.4.3 	Upgrading
	 4.4.4	Creating Backups
	 5.0	 Network System
	 5.1	 Network components
	 5.1.1	Routers
	 5.1.2	Layer 2 and Layer 3 switches configuration
	 5.1.3	Setting up Firewalls and Intrusion Prevention Systems 

(IPS)
	 5.1.4	Configuring and installing of Access points
	 5.1.5	Connecting Endpoints
	 5.1.6	Servers Hardware and Software installation and 

configuration
	 5.2	 Network topology architectures
	 5.2.1	Designing 2 Tier
	 5.2.2	Designing 3 Tier
	 5.2.3	Designing Wide Area Network (WAN)
	 5.2.4	Setting up Small office/home office (SOHO)
	 5.2.5	On-premises and cloud network configurations
	 5.3 	 Network Models
	 5.3.1	Application of OSI Networking Reference Model
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	 5.3.2 	Configuration of TCP/IP Model
	 5.3.3	Configuration of Network Protocols
	 5.4	 Protocol Types
	 5.4.1	Transmission Control Protocol (TCP) 
	 5.4.2	User Datagram Protocol (UDP)
	 5.5	 Physical interfaces and cabling types
	 5.5.1	Installing Single-mode fiber, multimode fiber, copper
	 5.5.2	Connections 
	 5.5.3	Implementing Power over Ethernet (PoE)
	 5.6	 Interfaces and cables
	 5.6.1	Avoiding Collisions and errors
	 5.6.2	Configuring matching duplexes 
	 5.6.3	Configuration of Speed on interfaces and cable 
	 5.7	 IPv4 addressing and sub-netting configuration and 

verification
	 5.8	 IPv6 addressing and prefix configuration and verification
	 5.9	 IPv6 address Configuration
	 5.9.1	Global unicast
	 5.9.2	Unique local
	 5.9.3	Link local
	 5.9.4	Any cast
	 5.9.5	Multicast
	 5.9.6	Modified EUI 64
	 5.10	 Configuring IP parameters for Client OS (Windows, Mac 

OS, Linux)
	 5.11	 Wireless principles
	 5.11.1	Configuration of Non-overlapping Wi-Fi channels
	 5.11.2	Setting up SSID
	 5.11.3	RF configuration
	 5.11.4	Encryption
	 5.12	 Virtualization (virtual machines) implementation and 

configuration
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	 5.13	 Switching Configuration 
	 5.13.1	MAC learning and aging
	 5.13.2	Frame switching
	 5.13.3	Frame flooding
	 5.13.4	MAC address table
	 6.0	 Network Access
	 6.1	 Configuration and verification of Virtual Local Area 

Network (VLAN)s (normal range) spanning multiple 
switches

	 6.1.1	Configuring Access ports (data and voice)
	 6.1.2	Configuring Default Virtual Local Area Network 

(VLAN) 
	 6.2	 Inter-switch connectivity
	 6.2.1	Configuring Trunk ports
	 6.2.2	Configuring 802.1Q
	 6.2.3	Native Virtual Local Area Network (VLAN) 

Configuration
	 6.3	 Configuration and verification of Link Layer Discovery 

Protocols (LLDP)
	 6.4	 Configuration and verification of (Layer 2/Layer 3) Ether-

Channel
	 6.5	 Configuring Spanning Tree Protocols
	 6.5.1	Root port, Root Bridge (primary/secondary) 

configuration
	 6.5.2	Port states (forwarding/blocking)
	 6.5.3	Port Fast
	 6.6	 Wireless Architectures and AP modes
	 6.6.1	Application of Wireless Network Standards
	 6.7	 Physical infrastructure connections of WLAN components
	 6.7.1	Connecting Access Points
	 6.7.2	Implementing Wireless LAN Controller (WLC)
	 6.7.3	Configuration of Access/Trunk ports
	 6.8	 Access Points and Wireless LAN controller configuration
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	 6.8.1	Enabling and Disabling Telnet
	 6.8.2	Configuring Secure Shell (SSH)
	 6.8.3	Configuring Hyper Text Transfer Protocol (HTTP)
	 6.8.4	Configuring Hyper Text Transfer Protocol Secure 

(HTTPS)
	 6.9	 Configuring components of a wireless Local Area Network 

(LAN) access for client connectivity using Graphical User 
Interface.

	 6.9.1	Wireless Local Area Network (WLAN) creation
	 6.9.2	Adjusting Security settings
	 6.9.3	Setting Up Quality of Service (QoS) profiles
	 6.9.4	Advanced Wireless Local Area Network (WLAN) 

settings
	 7.0	 IP Connectivity
	 7.1	 Configuring Routing Parameters
	 7.1.1	Configuring Routing protocol code
	 7.1.2	Configuring Network Prefix
	 7.1.3	Configuring Network mask
	 7.1.4	Configuring Next hop
	 7.1.5	Configuring Administrative distance
	 7.1.6	Configuring Metrics
	 7.1.7	Configuring Gateway of last resort
	 7.2	 Router Forwarding Decision Configuration
	 7.2.1	Configuring Longest match
	 7.2.2	Configuring Administrative distance
	 7.2.3	Configuring Routing protocol metric
	 7.3	 Configuration and verification of IPv4 and IPv6 static 

routing
	 7.3.1	Default route configuration
	 7.3.2	Network route configuration
	 7.3.3	Host route configuration
	 7.3.4	Floating static configuration
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	 7.4	 Single area OSPFv2 Configuration and verification
	 7.4.1	Neighbor adjacencies configuration
	 7.4.2	Point-to-point connection
	 7.5	  First Hop Redundancy protocol (FHRP) Configuration
8.0 IP Services configuration
	 8.1	 Network Address Translation (NAT) using static and pools
	 8.2	 Network Time Protocol (NTP) in a client and server mode
	 8.3	 Dynamic Host Configuration Protocol (DHCP) and Domain 

Name System (DNS) Setting Up 
	 8.4	 Simple Network Mail Protocol (SNMP) Setting Up
	 8.5	 DHCP client and relay configuration
	 8.6	 Configuration of network devices remotely using Secure 

Shell (SSH)
	 8.7	 Trivial File Transfer Protocol or File Transfer Protocol 

(TFTP/FTP) Configuration
	 9.0	 Security Controls
	 9.1	 Key security concepts 
	 9.1.1	Threats Mitigation
	 9.1.2	Vulnerabilities Scanning
	 9.1.3	Exploits Control
	 9.1.4	Mitigation techniques implementation
	 9.2	 Device access control Configuration using local passwords
	 9.3	  Security password policies
	 9.3.1 	Complexity enforcing
	 9.3.2 	Multifactor authentication enforcing
	 9.3.3 	Certificates creation
	 9.3.4	Biometrics implementation
	 9.4	 Remote access and site-to-site Virtual Private Networks 

(VPNs) Setup
	 9.5	 Configuring and verifying access control lists.
	 9.6	 Configuring Layer 2 security features 
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	 9.6.1	Configuring Dynamic Host Configuration Protocol 
(DHCP) snooping

	 9.6.2	Configuring Address Resolution Protocol (ARP) and 
inspection

	 9.6.3	Configuring Port Security
	 9.7	 Enforcing Authentication, Authorization, and Accounting 

(AAA) concepts
	 9.8	 Configuring Wireless security protocols – Wi-Fi Protected 

Access (WPA, WPA2, and WPA3)
	 9.9	 Configuring Wireless Local Area Network (WLAN) 

using – Wi-Fi Protected Access (WPA2) PSK using the 
(Graphical User Interface) GUI

	 9.10	 Antivirus 
	 9.10.1	 Installing antivirus
	 9.10.2	 Configuring antivirus 
	 9.10.3	 Deploying antivirus 
	 9.10.4	 Updating and Upgrading
	 10.0	 Automation and Programmability
	 10.1	Automating network configurations
	 10.2	Modern enabled device management configuration
	 10.3	 REST-based API Setup 
	 10.3.1	 Configuring - Create, Read, Update and Delete 

(CRUD) Network automation mechanism
	 10.3.3	 Configuring Data encoding
	 11.0	 Network Design
	 11.1	 Conducting a feasibility study
	 11.2	 Designing network topology and architecture
	 11.3	 Configuring IP addressing Scheme 
	 11.4	 Devices and Vendor Selection
	 11.5	 Constructing a complex secure network
	 11.6	 Rack and Power Designing
	 12.0	  Network Management
	 12.1	 Data gathering methods
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	 12.2	 Analyzing methods
	 12.3	 Network Monitoring
	 12.4	 Structured Cabling
	 12.5	 User Creation and Administration

Digital Automation Technician
By the end of the training period, the apprentice must be able to 
demonstrate skills and knowledge of:
	 1.	 SAFETY, HEALTH, ENVIRONMENT AND QUALITY
	 1.1 Basic First Aid
	 1.2 Workshop and workspace rules 
	 1.3 Personal Protective Equipment (PPE)
	 1.4 Safety procedures & precautions
 1.5 Handling of hazardous goods, equipment and components

	 2.	 REGULATIONS
	 2.1	 Postal and Telecommunications Regulatory Authority of 

Zimbabwe (POTRAZ)
	 2.2	 Cyber Security and Data Protection Act
	 2.3	 Access to Information and Protection of Private Act. 

(AIPPA)

	 3.	 HANDLING OF WORKSHOP TOOLS AND EQUIPMENT
	 3.1 Assembling and disassembling of tools
	 3.2 Connectivity tools 
	 3.3 Diagnosis tools
	 3.4 Workshop Cleaning tools
	 4.	 HARDWARE SYSTEMS
	 4.1	 Computer literacy and networking skills
	 4.2	 Hardware components
	 4.3	 Device connectivity
	 4.5	 Data gathering
	 4.6	 Hardware testing methods
	 4.7	 Hardware upgrading
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	 5.	 SYSTEM FIRMWARE AND SOFTWARE
	 5.1	 Installation methods
	 5.2	 Firmware and software upgrades
	 5.3	 Firmware and software testing
	 5.4	 Software and firmware commissioning
	 6.	 DEVICE PERIPHERALS
	 6.1	 Data gathering methods
	 6.2	 Needs and Analysis
	 6.3	 Schematic Diagrams
	 6.4	 Installing peripheral devices
	 6.5	 Testing peripheral devices
	 6.6	 Commissioning peripherals
	 7.	 SECURITY
	 7.1	 IP addresses
	 7.2	 Domain configurations
	 7.3	 Configuring e-mail addresses
	 7.4	 Configuring user ID codes
	 7.5	 Secure/Locked printing
	 7.6	 Third party security software
	 7.7	 Hard disk drive recovery and back up
	 7.8	 Risks and threats
	 7.9	 Software licensing

       7.9.1 Embedded antivirus
	 8.	 DEVICE MAINTENANCE
	 8.1 Scheduled Service 
	 8.2 Unscheduled Service
	 8.3 Component replacement 
	 8.4 Backup methods
	 8.5 Restore methods 
	 9.	 DEVICE REPAIR
	 9.1	 Fault troubleshooting and diagnosis 
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	 9.2	 Repairing Faulty device
	 9.3	 Repairing faulty part/component
	 9.4	 Replacing faulty part/component
	 10.	 RECORD KEEPING
	 10.1 Creating asset record
	 10.2 Storing records
	 10.3 Retrieving records
	 10.4 Updating records
	 10.5 Securing records
	 11.	 COMMUNICATION
	 11.1 Report writing
	 11.2 Incident reporting
	 11.3 Job cards
	 11.4 E-mails
	 11.5 Phone calls
	 11.6 Social media plat forms
	 12.	 USER TRAINING
	 12.1 Training program
	 12.2 Training materials
	 12.3 Training Venue
	 12.4 Training methods/on site or online
	 12.5 Organizing training
	 12.6 Training program
	 12.7 Needs and analysis
	 12.8 Evaluation of training outcomes
	 13.	 DOCUMENTATION
	 13.1 User Manuals
	 13.2 Service Manuals
	 13.3 Technical Bulletins
	 13.4 Parts catalogues
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	 14.	 User Training
	 14.1	 User presentations
	 14.2	 Needs analysis
	 14.3	 Organizing training
	 14.3.1	 Training program
	 14.3.2 Training material
	 14.3.3 Venue
	 14.3.4 Training methods
	 14.4	 Conducting training sessions
	 14.5	 Evaluating training outcomes
	 15.	 Communication
	 15.1	 Report writing
	 15.2	 Incident reporting
	 15.3	 Network Documentation
	 15.4	 Job cards
	 16.	 Record Keeping
	 16.1	 Creating documentation records
	 16.2	 Storing records
	 16.3	 Retrieving records
	 16.4	 Updating records
	 16.5	 Securing records

Third Schedule (Section 11)
Minimum rates of wages for apprentices

Percentage of the monthly minimum wage for Skilled Worker 
Class One wage rate as stipulated in the Collective Bargaining 

Agreement: Information Communication Technology Engineering 
Industry

Year of training Per centum
First 30
Second 45
Third 60
Fourth 87
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Fourth Schedule (Section 22)

APPROVED HEXCO FEES

Nature of Fee Category

Approved Fees 
US$(Payable in 

ZiG)
Registration Fees Theory Paper NFC and class 4 8

NC and class 3 12
ND and class 2 15
HND and class 1 18

Registration Fees Practical Paper NFC 12
NC 15
ND 18
HND 20
Class 4 20
Class 3 30
Class 2 40
Class 1 50

Registration fees Project NFC -
NC 18
ND 20
HND 25

Registration fees on the Job Training NC 15
ND 18
HND 20

Administration fees NFC and class 4 10
NC and class 3 25
ND and class 2 25
HND and class 1 25

Centre fee NFC and class 4 10
NC and class 3 20
ND and class 2 20
HND and class 1 20
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Nature of Fee Category

Approved Fees 
US$(Payable in 

ZiG)
Re-mark of HEXCO Examinations
(a)	 Theory per subject NFC and class 4 50

NC and class 3 50
ND and class 2 60
HND and class 1 60

(b)	 Practical or project per subject NFC 75

NC 100
ND 130
HND 160

(b) Processing and sundries per script/
practical/project

65

Sales and Services
Registration of Contract 5
Clearance letter 5
Statutory test 25
Duplicate Contract of apprenticeship 
(Replacement)

25

Duplicate Contract of Apprenticeship 
(Regions)

25

Competency test for remission of Time/
Trade Test

50

Terminal Re-Test on Failed Components 50
Training Logbook 	 2
Re-registration of Contract of 
Apprenticeship

25

Changing names on certificates 120
Interview fees for special  Scheme 5
Issue of Statement of Results 10
Urgent Statement of Results 20
Transcript 40
Urgent transcript 80
Qualification Confirmation 40
Urgent Qualification Confirmation 80
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Search Fee (Non Refundable) for none-
current records

5

Course Regulations (per course) 10
Omnibus course document 50
Proficiency Schedule 10
Standard 10

College Inspectorate 
Registration of College (to cover initial 
license)

500

Renewal of annual license (annual 
renewal)

500

Regularisation of College (for unregistered 
College)

750

Follow up inspection (after initial visit) 250
Additional Course (per course) registration 100

Qualification Assessment/Exemption and 
Accreditations
Exemption per course 75
Exemption per subject 20
Qualification Assessment (local) 50
Qualification Assessment (foreign) 75
Accreditation of college course 1000
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